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PRIVACY POLICY
(ARTICLES 13-14 GDPR EU PRIVACY REGULATION 2016/679)
1) You are informed that all printed and/or digitally processed personal data will be handled by Fiam
Utensili Pneumatici S.P.A. (hereinafter “FIAM”, “the Company” or “the Data Controller”) for the sole
purpose of hiring and recruitment, using technical and organisational means which are closely related to
that purpose.
Your data will be collected either a) on the basis of a spontaneous application sent to the Company by the
data subject along with details of their personal background and work experience, in the form of a CV sent by
post, fax or email or by hand, or processed by us on the Company’s website, or b) in response to specific job
advertisements published by the Company in local, national or international newspapers or publications, on
our website or social networks, or on a third-party portal; or c) in response to recruitment campaigns
conducted independently by third parties - in such cases the Company will collect your data from the third
parties to whom it may have communicated its recruitment needs.
2) The personal data we process includes the candidate’s name and address, contact details (residence,
telephone number and email address) details of work history, skills and personal motivations.
Our Company may also process special categories of data contained in CVs, even without the express
consent of the data subject (Article 111 a of Legislative Decree 196/2003) and even if the CV is evaluated for
subsequent vacancies other than the one for which the spontaneous application was sent or requested.
Medical data contained in a CV will only be processed if necessary in order to establish a contract of
employment or similar relationship with the Company.
In accordance with Law 276/2003 (Biagi Law) ( prohibition on any pre-selection of employees even with their

consent, if such pre-selection is based on personal beliefs, trade union or political affiliations, religious beliefs,
gender, sexuality, matrimonial or family status or pregnancy, age, disability, race, ethnic origin, colour,
ancestry, national origin, linguistic group or state of health or any disputes with previous employers, unless
such characteristics affect the performance of the work activity or constitute an essential requirement that is
decisive in the performance of the work activity), the Data Controller will process data that may reveal the
state of health of your family members or of cohabiting partners, but only when necessary for the
recognition of a specific benefit to the candidate (for example mandatory employment or recognition of
benefits related to disability, illness, war or service-related reasons).

The Data Controller will not use any information you provide that is not relevant to the above purposes, even
taking into account the specific duties and/or specific characteristics of the roles requested.
We therefore ask you to exclude from your CV any data that is not relevant to the search for or
offer of employment.
With regard to data taken from candidates’ social network profiles for hiring purposes, in accordance with the
guidelines of the European Data Protection Board, the Data Controller:
- will first of all consider whether the social network profile is used for professional purposes, as this is
an essential criterion in deciding whether or not the Company is authorised to collect such data;
- will limit the data processing to that which is necessary to assess the candidate’s ability to cover the
specific role in question;
- will ensure that after such evaluation (for example as soon as it becomes clear that no offer of employment
will be made or that the offer was not accepted by the data subject) the data is erased immediately;
- will not send friend requests to candidates on social networks (for example, in order to be able to
look at or otherwise gain access to their profiles).
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- will not gather information posted on your social network profiles on a regular basis.
3) The provision of personal data (including special categories of data) on CVs is always optional. If
the data is not provided, we will be unable to proceed with the recruitment procedure.
4) The legal basis for the processing of ordinary and special data is in our legitimate interests – we
consider that this prevails over the interests or rights and fundamental freedoms of the data subject – in
order to be able to assess the compatibility and relevance of the candidate’s profile to the needs of the
Company and to organise the related hiring procedures.
5) The Data Controller will take adequate technical and organisational measures to protect data
contained in CVs against the risks of loss, destruction or alteration (for example: access will only be permitted
to personnel with written authorisation; unique login credentials are applied to data archives even outside of
working hours).
6) CVs and the related data (candidate evaluations etc.) will be kept for a maximum of 36 months
and only in order to facilitate any further staff recruitment and training procedures; after such time the data
will be destroyed or anonymized.
Personal data processed for information security purposes (for example logs created by the online
systems used by the candidate to send the application to the Data Controller) will be kept for sufficient time
to complete the related security checks, assess the outcomes and implement any technical corrective
measures to remedy inconveniences (1 year after the date of collection).
7) The data may be disclosed to recruitment firms, employment consultants, tax or legal advisors, entities
providing finance for training schemes, staffing agencies, website operators and recruitment portals, who will
act as external data processors or as independent Data Controllers for the same purposes. In the case of
external data processors, we require the third-party recipient of the data to inform us of any other third
parties to whom the data will be communicated and we authorise such additional communication; we will
also oversee the data protection compliance of their data processing operations. A list of external data
processors is available at the written request of the data subject.
The candidates’ details will not be circulated.
8) Part of the data processing may take place in foreign countries which may or may not be members of
the European Union, if the Company relies on providers who have data centres or establishments in those
countries.
If necessary in order to pursue the stated purposes, the Personal Data will be transferred to non-EU countries
that can guarantee adequate levels of protection in accordance with the relevant decisions of the EU
Commission or, in the absence of any such decisions, only after FIAM and such parties have entered into
specific contracts containing adequate safeguarding obligations incumbent on the foreign entity receiving the
data, in order to protect the Personal Data in accordance with the applicable laws and in particular, to comply
with the minimum standards approved by the EU Commission (the Standard Contractual Clauses (“SCC”).
The cloud provider which has its headquarters or data centres in the U.S.A. and is used by FIAM is
Microsoft Corporation headquartered in 1 Microsoft Way, Redmond, WA – Washington 98052, U.S.A., as
the provider of the individual cloud productivity service “Microsoft 365”, of the Azure, Onedrive and
Sharepoint services and of the “Microsoft TEAMS” videoconferencing service which is used for activities
related to the hiring and recruitment of personnel (for example, to manage emails and exchange
correspondence with the candidates, and to conduct online video interviews).
As indicated in Annex 1 to the Conditions for Use of Online Services, with respect to the 365 Service,
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Microsoft is obligated to store the inactive data of the Company processed by FIAM as follows: “if the
Company performs the provisioning of its tenant (...) in the European Union, Microsoft will archive the
following inactive data of the Company only within that Geographical Area: (1) the contents of the Exchange
Online email inbox (the body of the email, calendar items and the content of email attachments), (2) the
contents of the SharePoint Online website and the files stored on that website and (3) the files uploaded to
OneDrive for Business.” In respect of such data, there will be no transfer to the USA, or the transfer will be
strictly on an occasional basis. See the Microsoft policy at the following URL: https://docs.microsoft.com/itit/microsoft365/enterprise/o365-data-locations?view=o365-worldwide,and Microsoft’s privacy policy at the
following URL: https://privacy.microsoft.com/it-it/privacystatement.
However, it is possible that certain inactive data processed by FIAM, in particular data other than the data
indicated above, will be transferred from the EU to the USA for the service in question, and that such transfer
will take place on a non-occasional basis.
It is not possible to rule out the risk that in exceptional situations, the American public authorities may, on
the basis of the laws in force in the USA (e.g. Art. 702 of the FISA and the Executive Order EO 12333) or for
the sole purpose of national security – effect access to personal data transferred as above by FIAM to the
USA. However, following the Company’s analysis of this issue, which it conducted in accordance with the
CJEU “Schrems II” ruling of 17 July 2020 and the related EDPB (European Data Protection Board) guidelines,
the possibility of the public authorities having a material interest in carrying out this type of access and
further data processing (of which the provider, by law, may not inform FIAM and/or the data subject)
appears to be extremely remote, considering: i) the specific core business of FIAM, ii) the limited types of
personal data processed by it, and iii) the limited categories of data subject to which the data refers.
The Company thus considers that the SCC guarantee a level of protection of the data subjects’ rights that is
substantially equivalent to the protection offered by the GDPR. The data subject will be informed if any
additional measures are taken.
Similar considerations may be made with reference to transfers of data outside of the EU relating to the
databases of the platforms OpenInnovation.me and apps.openinnovation.me which, despite being located in
Frankfurt (Germany) use the server service of the American company Digital Ocean, headquartered in New
York, NY. 101 6th Ave, U.S.A.
FIAM also conducts regular monitoring in order to identify providers who are headquartered in or have data
centres in the USA, and to check that the transfer of data towards such suppliers is based on adequate legal
foundations as provided for in the GDPR.
When the data is transferred outside of the EU for reasons other than marketing purposes, the legal basis for
the transfer also consists of the need to execute a contract with the data subject or a contract made by FIAM
and a third party in favour of the data subject, or to fulfil the related legal obligations.
9) With regard to personal data, the data subject may exercise the following rights:
- obtain from the Data Controller confirmation as to whether or not personal data concerning him or her are
being processed, and, where that is the case, access to the personal data and the following information: a)
the purposes of the processing; (b) the categories of personal data concerned; (c) the recipients or
categories of recipients to whom the personal data have been or will be disclosed, in particular recipients in
third countries or international organisations; d) where possible, the envisaged period for which the personal
data will be stored, or, if not possible, the criteria used to determine that period; e) the existence of the right
to request from the controller rectification or erasure of personal data or restriction of processing of personal
data concerning the data subject or to object to such processing; f) the right to lodge a complaint with a
supervisory authority; g) where the personal data are not collected from the data subject, any available
information as to their source; (h) the existence of automated decision-making, including profiling, and, at
least in those cases, meaningful information about the logic involved, as well as the significance and the
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envisaged consequences of such processing for the data subject.
- where personal data are transferred to a third country or to an international organisation, the data subject
shall have the right to be informed of the appropriate safeguards relating to the transfer;
- obtain without undue delay the rectification of inaccurate personal data; taking into account the
purposes of the processing, the data subject shall have the right to have incomplete personal data
completed, including by means of providing a supplementary statement;
- obtain the erasure of personal data if: a) the personal data are no longer necessary in relation to the
purposes for which they were collected or otherwise processed; b) (omissis): c) the data subject objects to
the processing and there are no overriding legitimate grounds for the processing (...); (d) the personal data
have been unlawfully processed; e) the personal data have to be erased for compliance with a legal
obligation in Union or Member State law to which the controller is subject;
- to obtain restriction of processing of personal data where one of the following applies: a) the accuracy
of the personal data is contested by the data subject, for a period enabling the controller to verify the
accuracy of the personal data; b) the processing is unlawful and the data subject opposes the erasure of
the personal data and requests the restriction of their use instead; c) the controller no longer needs the
personal data for the purposes of the processing, but they are required by the data subject for the
establishment, exercise or defence of legal claims; d) the data subject has objected to processing of data for
the purposes of direct marketing, pending the verification whether the legitimate grounds of the controller
override those of the data subject;
- obtain from the data processor on request the details of the third-party recipients to whom such
personal data were transmitted;
- withdraw, at any time, his or her consent to the processing of personal data, previously given for one or
more specific purposes. The withdrawal of consent shall not affect the lawfulness of processing based on
consent before its withdrawal.
In particular, in order to revoke the consent previously given to FIAM, the data subject may send a specific
request in one of the following ways: by following the erasure instructions given at the bottom of each
email, or ii) by sending an e-mail to privacy@fiamgroup.com containing the request.
- The data subject shall have the right not to be subject to a decision based solely on automated
processing, including profiling, which produces legal effects concerning him or her or similarly
significantly affects him or her (NB: FIAM will not in any case perform this type of automated decision).
- the data subject may at any time make a complaint to the competent supervisory authority, under the
GDPR (the Data Protection Authority) and may exercise his or her rights before the ordinary courts (the
court in the place of residence or headquarters).
10) The Data controller is Fiam Utensili Pneumatici S.P.A., headquartered in Viale Francesco Crispi,
123, 36100 Vicenza (I).
For updates on the external data processors and/or to request further information or to exercise the rights
of the data subject, send the request to the following address privacy@fiamgroup.com or visit our
website www.fiamgroup.com – privacy section.

